

INFORMATION SHARING LEGISLATION BRIEF


Synopsis:  An Act to establish a national plan, national governance, and standards for law enforcement information sharing efforts developed, sponsored, or funded by Federal Government Grant Programs.  

Problem:

· An overwhelming majority of the nations 20,000 state and local law enforcement agencies are not part of any information sharing system; 

· Law enforcement information sharing systems that do exist have become competitive, duplicative, and wasteful, and 

· The data that exists in the records of state and local law enforcement law enforcement agencies provide invaluable intelligence required by federal agencies to prevent terrorism and combat major crime and criminal enterprises, and 

· No federal agency currently assumes jurisdiction or responsibility to provide information sharing capabilities for state and local law enforcement, 

Proposed legislative objectives: 

a) Ensure that all legally sharable data maintained by the 20,000 state and local law enforcement agencies in the United States is made available, as appropriate, to one another as needed for official law enforcement matters; 

b) Require the development of a national plan for law enforcement information sharing, utilizing the regional superstructure provided by the 10 FEMA Regions.  Designate  an existing information project in each region as the “regional hubs”, to serve as the coordinator all planning and development within each region.  

c) Establish a “National Law Enforcement Information Sharing Interdepartmental Governance Board,” consisting of a senior law enforcement executive from DOJ, DHS, and DoD to work on behalf of the Attorney General, the Secretary for Homeland Security, the Director of National Intelligence, the Homeland Security Council and Congress to oversee the development of the comprehensive national plan and associated national implementation effort.  

The Interdepartmental Governance Board will have the responsibility for jointly 1) developing the national plan and implementation strategy with clear milestones and timetables; 2) identifying the roles and responsibilities of each federal law enforcement agencies in the information sharing process; 3) requesting and allocating funding required to plan and oversee national project: 4) determining the appropriate technical solutions; and 5) managing the implementation of a three-year project designed to integrate the records of every law enforcement agency in the United States.
d) Direct that grant funds be specifically made available for information sharing projects in each region, and that operations and maintenance funding be appropriated ensure the sound management and of the national system for five years. 

e) Require, as a condition of receiving federal grant funding, a certification that the following information sharing project standards*, which have proven to enhance the effectiveness of information sharing projects, have been developed and have been  adopted by project sponsors: 

1. Participating agencies will make available all legally sharable law enforcement information and records;

2. Governance Boards will be established for each region and district project, to ensure that projects are legally sufficient, consistent with local policy, and ensure the full protection of all U.S. Citizen’s rights to privacy and civil liberties;  

3. Technology that will enable the production of a composite record of all the known information in the region with a single query, produce the source document on demand, and provide an analytical capability that permits instant analysis of all the available information from all participating sources; 

4. Ensure system accreditation that guarantees security consistent with federal security standards; 

5. Includes evaluations and metrics that assess the operational impact of shared information in the community. 

* Project standards, as distinct from technical standards, focus on attributes, or characteristics of successful projects, which were designed to overcome the obstacles that have long constrained information sharing among law enforcement agencies. 
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