National Strategy for Law Enforcement Information Sharing

White Paper Summary

A regional approach that would ensure a comprehensive plan, systematic deployment, and the effective management of law enforcement information sharing systems throughout the U.S.

I. Introduction
· Over the past decade, a consensus has emerged among the law enforcement community that the official records maintained by the approximately 18,000 state, local, and tribal law enforcement agencies in the U.S. must be made available to one another systematically.  The law enforcement community agrees that this single effort would significantly reduce the risk of terrorist acts and enhance the safety and security of the Nation’s communities.  

· The events of the past few weeks – the attempted airline bombing and the vulnerabilities it revealed – have reinforced the law enforcement community’s strong concerns over the Nation’s law enforcement information sharing capabilities.  

· Despite the existence of many credible local efforts, the expenditure of hundreds of millions of dollars in federal funding, and years spent by the Federal Government deliberating the best way to accomplish comprehensive law enforcement information sharing, agencies investigating a murder, rape, drug trafficking case, or terrorist plot – or any other matter critical to solving a crime or preventing a terrorist act – still must go to extraordinary lengths to simply become aware of relevant information.
II. Progress to Date

· Over the last decade, federal officials of both parties have repeatedly asserted their commitment to the sharing of law enforcement information and intelligence.  This level of sharing was focused on federal classified and sensitive intelligence for which much has been accomplished; however, the information sharing process referred to herein deals with systematically making available incident and investigative records lawfully maintained by all law enforcement agencies.  In an attempt to share information, hundreds of law enforcement professionals were actively involved in activities and discussions and more than one hundred technical systems were independently developed and sporadically deployed throughout the Nation.  

· Committees have been formed, strategies developed, and reports filed that reflect substantial activity and the potential for great promise, and billions of dollars in grant fund have been made available for information sharing purposes.  Technology companies have developed and deployed new and relatively inexpensive systems that clearly demonstrate the technical capacity to integrate millions of records. 
· Where it has occurred, progress in law enforcement information sharing has resulted from the heroic efforts of individual leaders who initiated local projects to make available the records in their communities to their colleagues and counterparts, as needed and appropriate for official law enforcement purposes.  

· In the handful of communities where this capability has been deployed, three things have occurred:  1) a single search by a law enforcement officer provides a “composite record” of all knowledge possessed by law enforcement on the subject; 2) this information can be viewed, retrieved, and used by fellow law enforcement officers in the pursuit of criminals; and 3) isolated and seemingly insignificant pieces of information often become the critical data points that relate suspects to specific events, times, places, and otherwise unknown associations.  This process is often referred to as “connecting the dots” in a law enforcement investigation and has produced profound impact for those communities that have it.  

III. Problem

· The evolution of law enforcement information sharing has occurred without a definitive, coherent plan to ensure the information maintained by our law enforcement agencies is available as needed to those responsible for understanding criminal and terrorist threats and maintaining public safety.
· As is stands, only a small minority of sheriffs’ offices and police departments is participating in information sharing projects, and virtually no sharing is occurring across the various U.S. Judicial Districts.  In many places where local and regional information sharing initiatives have been undertaken, competition among rival information sharing providers has resulted in disparate systems incapable and unwilling to share with one another. 

· Despite the sparse patchwork of information sharing projects across the U.S., law enforcement agencies are NOT systematically sharing information at the level now technically feasible.  The problems revealed during the 2009 holiday season could have been prevented through comprehensive sharing and systematic review of data residing in different information sharing systems and fusion centers.  From a public safety perspective, this lack of law enforcement information sharing is a significant vulnerability.  
IV. National Plan
· National law enforcement information sharing has two distinct but related objectives: 
1. For state, local, and tribal law enforcement, information sharing addresses problems associated with limited jurisdictional authority and the separate, incompatible records management systems of numerous agencies.

2. For federal law enforcement, a national information sharing system ensures access to information maintained by state, local, and tribal agencies, which may be pertinent to terrorist threats and complex drug, organized crime, and fraud investigations.  National information sharing also allows state, local, and tribal law enforcement to gain an awareness of federal interest in matters of mutual concern and provide pertinent records as needed and appropriate to cross-jurisdictional investigations. 
· Realizing these objectives and overcoming the myriad of obstacles that continue to stand in the way of providing this essential public safety capability will require strong, effective leadership and a definitive, coherent national plan.  Moreover, instituting a national information sharing system will require clarity on an overall approach to development and implementation, as well as standards for effective performance – critical elements missing from today’s environment.  Chief among these standards is the requirement of a formal declaration that participants in law enforcement information sharing systems are committed to sharing all legally sharable data from their records management systems.  

· Drawing upon the successful information sharing experience of the National Capital Region (NCR) in 2007-2008, the proposed national plan calls for formalizing a regional approach to manage the deployment of information sharing systems throughout the U.S.  This approach designates the ten Federal Emergency Management Agency (FEMA) regions as the structure to support national information sharing.  Regional Hubs would be designated for planning and organizing law enforcement information sharing projects within each region; establishing required governance mechanisms; developing technical architecture; and facilitating the request, receipt, and allocation of grant funds to implement the project.

· The following map depicts the ten FEMA regions and recommended initial Regional Hubs, which are based on the locations of established Law Enforcement Information Exchange (LInX) systems instituted by the Naval Criminal Investigative Service on behalf of the U.S. Navy and the Department of Defense. 
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· The national plan also suggests the establishment of an inter-departmental governance board, consisting of senior law enforcement officials from the Departments of Justice, Defense, and Homeland Security, which would be responsible for overseeing the development of the comprehensive national plan and associated implementation effort. 

· The overall effectiveness of a regional program will require the full support of the Department of Justice’s Law Enforcement National Data Exchange (N-DEx) program and the deployment of technical interfaces between existing and new information sharing systems. 
· The national plan calls for immediate implementation of this approach through a regional pilot program in at least one of the ten FEMA regions, in which a relatively mature information sharing project with active management and effective oversight would serve as the Regional Hub to guide and direct build out of the entire region.  The Regional Hub’s primary objective would be to ensure all systems in the region are interconnected and all legally sharable records are made available to participants within a two-year period. 
V.  Conclusion

· Developing, communicating, and beginning to implement a national plan with a definitive approach, established timeframe, and designated funding will signal a sense of urgency and commitment by the Federal Government to the law enforcement community that has thus far been lacking. 

· The adoption of a national plan and project standards will provide a significantly more efficient and effective means for state, local, and tribal law enforcement agencies to support federal programs like N-DEx and fusion and intelligence centers. 

· Law enforcement information sharing must be driven by operational requirements, not by technology.  The cost and effort for developing and implementing an information sharing system can only be justified if it provides meaningful operational successes that would have not otherwise been realized. 
· Without a well-coordinated and comprehensive system for sharing and exploiting all legally sharable records maintained by American law enforcement agencies, the Nation will remain needlessly vulnerable to terrorism and U.S. citizens will continue to suffer unnecessarily from preventable crime.  Instituting the proposed national plan for law enforcement information sharing would be a significant step toward achieving this essential public safety capability.
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