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I.   PURPOSE

After more than a decade of high rhetoric and half measures, our national law enforcement leaders now have an opportunity to reform the way our law enforcement agencies collaborate and share critically important information.  No one doubts that making the official records maintained by the 18,000 law enforcement agencies in the United States systematically available to one another would significantly reduce the risk of terrorist acts and enhance the safety and security of our communities.   Yet, such is not the case today, despite the existence of many credible local efforts, despite the expenditure of hundreds of millions of dollars in federal funding, and despite years of the Federal Government deliberating on the best way to accomplish this goal.   

This paper sets forth a strategy for ensuring that all legally sharable information from federal, state, county, municipal, and tribal law enforcement records management systems (RMS) in the U.S are made available to one another, and that the information is made available to law enforcement intelligence centers, as needed and as appropriate.   

II.  BACKGROUND

Reviews conducted in the aftermath of September 11, 2001, identified the inability of our law enforcement agencies to access relevant data maintained collectively by the American law enforcement community as a major vulnerability.  The 9/11 Commission report called for “unifying the many participants in the counterterrorism effort and their knowledge in a network-based information-sharing system that transcends traditional government boundaries,” underscoring the idea that law enforcement should never again be denied the ability to use information already within its possession to protect the U.S. from attack. Without such a system, the effectiveness of local law enforcement agencies will continue to be unnecessarily limited and federal agencies will remain unable to exploit the information cumulatively maintained by our law enforcement communities.

Over the last decade, the prior administration repeatedly asserted their commitment to intelligence sharing.  This level of sharing was focused on federal classified and sensitive intelligence and, to be sure, much was accomplished.  In contrast, the term “information sharing” we are referring to herein is the process by which the records lawfully maintained by all law enforcement agencies in the United States are systematically made available to one another upon demand.  Progress, where this has occurred, has been the result of the heroic efforts of individual law enforcement leaders who have initiated local projects that made the records in their communities available, as needed and as appropriate, to their colleagues and counterparts for official law enforcement purposes.  

Federal, state, and local governments, as well virtually all law enforcement associations and interest groups, have supported the development and deployment of dozens of independent technical systems throughout the Nation in an attempt to better share information.  Hundreds of law enforcement professionals have become actively involved in information sharing activities and discussions.  Committees have been formed, strategies developed, and reports have been filed that reflect lots of activity and suggest great promise.  Technology companies are continually developing new and relatively inexpensive systems that clearly demonstrate the technical capacity to integrate millions of records.  And billions of dollars in federal grant funds have been made available for information sharing purposes. 

Despite these sincere intentions and good faith efforts, it remains true today that American law enforcement remains unable to exploit – and is not even aware of – information currently in its collective possession.  The sad truth is that the lawfully maintained records of a convicted felon – a murderer, a rapist, a drug trafficker or a potential terrorist – contained in the files of any of our 18,000 police and sheriffs’ departments in the United States, are still not readily accessible to each other, whether they work for police departments, sheriffs’ offices, state police agencies, or federal agencies like the FBI or DEA.  Agencies investigating a murder, a rape, drug trafficking, a terrorist plot, or any other matter critical to solving a crime or preventing a terrorist act, still must go to extraordinary lengths to simply become aware of the records already maintained in police files.    

In the handful of communities where an effective capability has been deployed, three things routinely take place:  1) a single search by a law enforcement officer instantly provides a “composite record” of all knowledge possessed by law enforcement on the subject; 2) once provided, the information can be used by fellow law enforcement officers in the pursuit of criminals; and 3) isolated and seemingly insignificant pieces of information often become the critical data points that relate suspects to specific events, times and places, and otherwise unknown associations.  This is often referred to as “connecting the dots” in law enforcement investigations and it has produced profound impact for those communities that have it. 

To be sure, providing individual communities with this capacity has required an extraordinary effort, as well as strong and committed leadership, to overcome the obstacles that have prevented such collaborative efforts from taking place.  Implementing local information sharing projects among local law enforcement agencies has required senior officials and their staffs to work closely together to address a myriad of laws, regulations, processes, and cultures – each unique to cities, townships, and counties – that have, over time, created barriers to the systematic sharing of law enforcement information.  So while there has been  unmistakable progress that has brought information sharing to hundreds of police agencies in the United States, there remains no unifying vision, credible plan, strategy, or organized effort to bring this needed capability to the overwhelming majority of the 18,000 agencies who don’t have it, need it, and want it.  And many of the vulnerabilities that were identified by the 9/11 Commission nine years ago, still remain.  

Consider:  

· Only a small fraction of the Nation’s 18,000 police agencies are comprehensively sharing the information maintained in their records systems with their law enforcement counterparts locally, regionally or nationally.

· Fusion centers were built throughout the country at great expense and were expected to be the centerpiece of government information sharing efforts and the repository, or integrator, of records to be shared.  Most fusion centers, however, have not been able to obtain the records from law enforcement agencies that are needed to be shared, have not obtained the analysts needed to facilitate sharing, and have not developed technical systems needed to integrate the records, even if the data was made available. 

· Congress established the Office of the Director of National Intelligence in 2004, and charged it with coordinating a national “information sharing environment” (ISE) with a “unified, coordinated approach.”  However, the effort continues to struggle with its mandate.  A June 2008 status report from the Government Accountability Office criticized the lack of progress by reporting that “… the desired results to be achieved by the ISE… have not yet been determined” (emphasis added).

· Neither the Federal Government nor the myriad of information sharing associations, committees, or private companies engaged in the effort have suggested a coherent standard of what information should be shared, who should have access to that information, how a comprehensive system would work, or the impact that information sharing is expected to have on public safety.

· Technology companies are being paid hundreds of millions of dollars in federal funds to develop and support the many information systems that have been deployed throughout the Nation, but they face a daunting challenge in trying to develop interoperability among this maze of unplanned, uncoordinated, and ineffective activity.  Yet, federal dollars continue to support these expensive independent systems.   

· Most ironically, in many places where local and regional information sharing initiatives have been undertaken, competition among rival information sharing systems has resulted in sharing systems that do not share with one another, and are in many places actually competing with one another.  This unintended consequence of a decentralized and unplanned effort has substantially diluted the enhanced police protection that these communities should now be realizing and has greatly minimized the efforts of those who worked hard to bring information sharing capabilities to their community.  The competing systems in Southern California provide the most vivid example of this dysfunctional competition.   This should be immediately rectified.

In our Federal system of Government, which places great value in the autonomy of our many law enforcement jurisdictions and our law enforcement organizations, there is no central authority to command changes to the core practices of the law enforcement communities.  Ironically, our national law enforcement environment, which thrives on a strict chain of command in managing its operations, is composed of Police Chiefs, Sheriffs, Commissioners, and Federal officers that have absolutely no official relationship with one another.  Relationships, to the extent they exist, are informal and centered around task forces, committees, and voluntary police associations held together by a perceived mutual interest.  

The federal agencies that collectively share jurisdiction in this matter are engaged in substantial activity, but each is pursuing very limited objectives.   The Department of Justice, the Department of Homeland Security, and the Department of Defense all have invested substantial effort and resources in supporting information sharing activity associated with their law enforcement programs.   DOJ's N-DEx program promises to provide connectivity and an information sharing capability for any domestic law enforcement agency with the funding and capability to participate in its program.  DHS has also developed a nationwide network to support connectivity and interoperability among law enforcement agencies, and is pursuing its own information sharing effort that will enable state and local data to be integrated with select federal data in a controlled environment.  In the Department of Defense (DOD), the Naval Criminal Investigative Service (NCIS) has funded and managed the development of comprehensive and successful information sharing programs for state and local police agencies in nine areas of Navy strategic interest.  That system, known as the Law Enforcement Information Exchange (LInX), has produced several highly successful developmental, managerial and operational models that can greatly contribute to the design of a national plan.  

All three Departments are pursuing internal information sharing activities with an effort to increase the amount of information that will be shared and exploited among the law enforcement agencies of each Department.  Each of the three Departments has made great strides to improve information sharing as it defines it, and each is sharing more information than ever before, but none of these efforts’ focus is systematically providing a robust information sharing capability to the thousands of state and local police departments that currently have none.  In this environment, the sharing of law enforcement records – an objective shared by almost everyone – appears to be the responsibility of no one.  Moreover, no law enforcement official at any level is responsible to create a nationwide system of effective information sharing.  Nor is anyone accountable if it does not occur.  

Thus, the current national picture reflects an uncoordinated, unplanned and in most cases unconnected patchwork of systems, approaches, and projects.  While most local systems are relatively successful in their limited local objectives, the overlap of systems, the wasteful duplication of effort, and the dysfunctional competition, are not serving the national interest. The primary beneficiaries are the individual projects and the agencies that support them, as well as the technology companies, large and small, which are receiving hundreds of millions of dollars for their efforts.  The American taxpayers,  who are subsidizing this effort, are  not being provided the public safety and security for which they are paying.

III.    MAJOR PROVISIONS

From a national perspective, law enforcement information sharing should have two distinct, but related, objectives: 

1. For state and local law enforcement, information sharing addresses problems associated with the limited jurisdictions and separate, incompatible record systems of most city and county police departments.  The various departments have many different record systems and rarely permit one department unlimited access to another’s records.  While some jurisdictions are taking steps to integrate their records and apply standardized technology, progress here is woefully slow and there is no prospect of a comprehensive solution for years.

2. From a federal perspective, a national information sharing system should ensure that federal agencies have access to information maintained in state and local agencies that may be pertinent to terrorist threats and complex drug, organized crime, and fraud investigations.  It should provide state and local law enforcement with an awareness of federal interest in matters of mutual concern, and provide pertinent records as needed and as appropriate.  Evidence of a potential terrorist threat or organized criminal enterprise is far more likely to be found in the incidental contact with the local police officers than by any Federal agent. 

Realizing these objectives and overcoming the myriad of obstacles that continue to stand in the way of providing this essential public safety capability will require strong, effective leadership and a definitive and coherent national plan.  Moreover, it will require clarity on an overall approach to development and implementation, as well as standards for effective performance – critical elements missing from the environment today.  

The balance of this paper suggests seven key attributes that would support a successful national effort.

1. Information Sharing Requirements

Program Performance Standards.  The performance standards and project approach that have produced significant operational successes for the LInX system should serve as the foundation for a national system and the starting point for further discussion.  The motivation for and the objectives of the LInX project were to identify and apprehend criminals that would not otherwise be caught, to do this faster than otherwise would have been done, and to provide intelligence and other leads to federal law enforcement agencies that would otherwise remain unknown.  

As such, the following five standards are an integral part of the charter document that has been signed or ratified by every agency participating in the LInX program.  These standards have provided the ability to overcome the traditional objections to information sharing and should be put in place on a national basis to guide all developing information sharing efforts throughout the community.

a. Participants must be committed to sharing all the data from their record management systems that can be legally shared.  Not some data, or most data, but all legally sharable data.  Including all the legally sharable data in an information sharing system is the only way to assure that the “dots” that need to be connected are in fact available to be connected. 

b. In order to ensure that “all the data” is made available, local law enforcement leaders must develop a Regional Governance Board, which would provide authoritative guidance and oversight over regional information sharing efforts. 

c. The technology necessary to enable the project must be capable of producing a “composite record” for the community by retrieving all relevant data with a single search, producing the document on demand from whatever source maintains it, and providing an analytical capability that permits instant analysis of the connection between seemingly innocuous pieces of information.

d. Security must be guaranteed; for agencies to place sensitive records in regional information sharing system, they must have confidence that the system has been reviewed and accredited by a recognized authority.

e. To be effective, law enforcement information sharing must be driven by operational requirements, not by technology.  The costs and effort for developing and implementing an information sharing system can only be justified if it provides meaningful operational successes that would not have been realized without the program.  As such, any evaluation of the success of the system will not be based on technological capabilities but on a real-time assessment of operational impact and accomplishments:  new leads, investigations, intelligence, arrests, convictions, and, in the current environment, prevention of terrorism and a mitigation of significant threats to the pubic safety. 

2. Regional Structure 

In 2007, NCIS made a decision to expand its successful LInX program to the National Capital Region (NCR).  In so doing NCIS set aside $1 million in funding to support the development of a LInX program for 20 police agencies in Southern Maryland, Northern Virginia, and the District of Columbia.  The program was a resounding success, and quickly gained the strong support of area police chiefs who observed significant operational impact from the date the program became effective.   

More significant, however, was the overwhelming response by neighboring communities.  Within a two year period, law enforcement agencies from areas adjacent to the 20 originating agencies of the NCR sought admission to the project, obtained grant funding and participated in an accelerated effort to extend the NCR to the entire region.  By 2009, the LInX project grew from an investment of $1 million and 20 agencies, to a regional project that now includes over 120 agencies at a cost of approximately $10 million.  

That rapid growth and successful implementation demonstrates the demand on the part of state and local law enforcement to participate in an effective information sharing project, and the capacity for implementation on a regional basis, where the issues are less complex, the agenda more limited, and the funding less expensive than solutions that require the development and deployment of a national infrastructure.  

This paper suggests that it will neither be practical nor effective to attempt the national integration of all law enforcement records on a large scale agency-by-agency basis.  Moreover, neither the purely data warehouse approach nor the distributive concept completely or easily lends itself to the myriad of technical, practical, and political issues that must be dealt with in trying to integrate the records management systems of the Nation’s 18,000 independent law enforcement agencies.  As such, the national plan for law enforcement information sharing should focus on working within clearly defined regions where there will be more commonality among participating agencies, similar political and legal issues, and a shared culture.  

Regional Information Sharing Hubs. This approach would designate the ten FEMA regions as the regional structure to support a national information sharing plan.  Regional Hubs would be designated for planning and organizing law enforcement information sharing projects within each region, establishing required governance mechanisms; developing the technical architecture; and facilitating the request, receipt, and allocation of grant funds to implement the project. 

The map below depicts the regions and prospective Regional Hubs already established and functioning. 
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Currently the LInX program, funded and managed by the Naval Criminal Investigative Service (NCIS),  has mature sites in five of the 10 FEMA Regions and is planning expansion in two others.  The strategy seeks to leverage this capability by designating these sites Regional Hubs, thereby providing an immediate infrastructure upon which to base a national implementation plan.  These LInX sites can provide a designated Regional Hub for more than 50% of the nation, compete with an existing governance infrastructure, privacy impact assessments, standard operating procedures, and other products that have been developed to support successful law enforcement information sharing programs.  Moreover, the existing Governance boards would provide the foundation for establishing regional Governance Boards.  This approach, in itself, would provide a substantial near term success by institutionalizing best practices and providing a framework for completing the implementation of a national strategy. 

Judicial Districts.  The plan should also call for an organizational structure within each region.  Again, building upon the successful LInX experience, federal Judicial Districts have proven to provide the most cohesive organizational unit from which to develop and implement information sharing projects.  In most of the LInX sites, the U.S. Attorney has played a valuable role in initiating and coordinating the development of the projects. 

The U.S. Attorney is the official best positioned to call together federal, state, and local law enforcement agencies in a given community and to lead the initial governance process.  Moreover, the U.S. Attorney will aid in project planning and development by working with federal, state and local law enforcement to identify and resolve the many legal, jurisdictional, and policy-related obstacles that previously prevented information sharing.  In concert with leading police officials in the area, the U.S. Attorney provides strong leadership and sets the stage for effective governance.

3. Stewardship

The development of a national information sharing program will require a well coordinated management and governance program at the federal level.  From a federal perspective, jurisdiction currently is shared among DOJ, DHS, and DOD.  As such, the Attorney General, the Secretary for Homeland Security, the Director of National Intelligence, and the Secretary of Defense should designate a senior law enforcement executive to serve with select Chiefs of Police and Sheriffs on a National Governance Board for Law Enforcement Information Sharing.  Modeled after successful community and District governance boards, the National Governance Board would be responsible to oversee the development of the comprehensive national plan and associated national implementation effort.   

Specifically, the National Governance Board would have the responsibility for: 

· developing the national plan and implementation strategy with clear milestones and timetables, and providing semi-annual progress reports to Congress; 

· establishing a program management office that has the expertise needed to effectively implement the national strategy;

· identifying and clearly defining the roles and responsibilities of each federal law enforcement agency in the information sharing process; 

· requesting and allocating funding required to plan and oversee the national project; 

· determining the appropriate technical solutions; 

· managing the implementation of a three-year project designed to integrate the records of every law enforcement agency in the United States.

4. Integrating Law Enforcement Records.  

The ability for law enforcement analysts to “connect the dots” in federal analytical environments, such as Field Intelligence Groups (FIG), Joint Terrorism Task Forces (JTTF) and Fusion Centers is dependent upon having access to all the “dots” that need connecting.  As such, this paper suggests that efforts also be undertaken that will address the second objective of law enforcement information – ensuring that federal agencies have access to information maintained in state and local agencies that may be pertinent to terrorist threats and complex drug, organized crime, and fraud investigations.  Realizing this objective will depend on the extent to which sensitive federal data is included for analysis in the system.    

Including sensitive data in the information sharing project is distinct from the issue of its access.  In order to exploit and fully assess serious threats to public safety, all relevant data must be included within information sharing systems.   Questions regarding access to the data, security, and accountability should be addressed as part of the planning, system and security design process.  While this paper takes no position on who should have access, it is clear that leadership in each region should have full access to all information that would bear on threats to public safety of the community.  

To advance this initiative, pilot projects should immediately be undertaken in select areas that will test the efficacy of integrating and exploiting sensitive federal records with the data contained in a comprehensive state and local records information sharing system.  The pilot should test various approaches to physical and technical access control in order to determine the most effective way to fully exploit law enforcement data in a secure and controlled environment.  

5. Technology

The overall effectiveness of a regional program that will fully support the N-DEx Program and other national networks, while providing a means for the local police agencies to make their records available to one another, will require the deployment of technological interfaces between existing and new information systems.   There are over 640 different brands of records management systems in use by law enforcement in the United States and many independent - and proprietary – information sharing solutions being offered by private vendors.  Bringing these independent information sharing systems into an integrated national system can best be accomplished by using fully tested solutions, from on going projects,  that have successfully integrated data from multiple vendors. Leveraging these “best practices” would provide a successful starting point for the development and expansion of a regional information sharing capability. 
This strategy is not seeking to impose a technical solution on any District or FEMA region that is actively engaged in an effective information sharing program with a solution that is supporting the operational requirements of the participating agencies, as well as supporting the contribution of the District or region to the Fusion Centers, Intelligence Centers and national programs such as N-DEx. 

Nor does this strategy advocate the use or adoption of any technical solution over any other solution.  There are currently dozens of information sharing solutions, programs and products in use across the country, some meet the operational requirements of the users and some do not; most are expensive to deploy, modify and maintain; most are not compatible with the other systems in use within a given area; and, in many cases, most are technically and financially burdensome on the host agencies. 

Performance Expectations 

To be effective, law enforcement information sharing must be driven by operational requirements, not by technology.  The costs and effort for developing and implementing an information sharing system can only be justified if it provides meaningful operational successes that would not have been realized without the program.  As such, real-time assessment of operational impact and accomplishments - new leads, investigations, intelligence, arrests, convictions, and, in the current environment, preventions that would not otherwise be possible - must be part of the ongoing management of the regional system.  

The use of an effective information sharing Logic Model is relevant to understanding the performance expectations of the user communities.  The expectations are that the solution must deliver significant and timely investigative information without which many cases would otherwise go unopened or unsolved.  

The Logic Model illustrated below provides a quick snapshot of the required relationship for all aspects of an effective information sharing program that addresses outcomes, standards and requirements that impact the success of the program.
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In order to establish fully successful information sharing programs, one of the basic requirements is to develop a sponsoring entity  to organize and fund the initiation of the program, even if only on a limited basis.  The Federal Sponsor would promote the standards, while bringing the community, District and Regional jurisdictions together to encourage full participation.  The Sponsor would also assist in addressing the funding and resource requirements along with the program administration, which includes establishing the legal authorities and privacy assessments.  Once these basic requirements have been met, the program would continue to build upon itself by adhering to the information sharing standards (or critical success factors), as the basis for moving the program forward.

6. Funding

Based on current funding profiles, it is estimated that the cost of providing a comprehensive information sharing capability to the Nation’s 18,000 state, local and tribal law enforcement agencies is approximately $400 million.

NCIS has funded and initiated nine LInX sites, of which at least five can fully function as Regional Hubs.  The U.S. Navy is currently contemplating the initiation of LInX programs in two additional areas of interest – New England (Region I), and the Great Lakes (Region V).  Experience suggests that the costs required to initiate projects in those areas would not exceed $2 million.

This strategy also suggests that the remaining three regions be initiated with DHS grants or appropriated funds.  Since two of these regions are directly associated with the northern border threat, which has been declared a top priority of the new administration, it would seem reasonable for DHS to allocate the $4 million to $5 million estimated to initiate projects in FEMA Region VIII (Montana and North Dakota) and FEMA Region II (New York State).  This would also include the interconnectivity with the active northern border LInX regions from Washington State and Alaska to New England. 

NCIS is committed to providing continued operations and maintenance (O&M) funding for the existing LInX sites and has taken action to secure appropriations for that purpose.  However, the Navy will not provide additional O&M funding for additional sites.  Long-term O&M funding, estimated at $25 million per year, should be specifically requested for that purpose as a line-item in the long-term Homeland Security or Department of Justice BJA budget.

Initiation of information sharing projects requires intense program and technical staff support until the project is operational, to be followed by ongoing support in the form of project oversight, training, and evaluations.  Development, deployment and continuation of this national information strategy will require either the allocation of permanent resources to staff the project management function, the expanded use of contract staff with appropriate expertise, or a combination of both.

The grant management process, modeled after the National Capital Region LInX program’s successful effort, will also require dedicated staff to assist local law enforcement agencies in developing grant requests, evaluating and recommending funding, facilitating the award, allocating funds, and managing the budget in each region.  This activity would take place and be sustained in each of the ten proposed regions.  It is anticipated that funding for this activity would be paid for from the UASI, LETPP, COPS or other identified grant funds that will be set aside for law enforcement information sharing.  

Cost Estimate 

The anticipated cost for implementation of the national plan and strategy to bring together the law enforcement agencies within the ten FEMA regions will be initially estimated based on the combination of size of the region, the population density and law enforcement agency density.   Based on existing experience and current costs, the projected cost for developing a national information sharing system for 18,000 state and local law-enforcement agencies would be approximately $400 million over a three-year period, with approximately 50% of the cost being devoted to the three largest regions -- the Far West, New York, and Southeast.  The table below summarizes the estimated costs:

	FEMA Regions
	Size / Cost Each
	Three Year Estimate - $405M

	2 / 4 / 9
	Large Regions - $75M each
	$225 M

	3 / 5 / 6 / 10
	Medium Regions - $30M each
	$120 M

	1 / 7 / 8
	Small Regions - $20M each
	$ 60M


This estimate in the aggregate, includes all aspects of planning and developing information sharing systems that have been incurred at the local level, to include project management, as well as technical development and deployment.  Specifically, this includes the following activities which have produced the most effective information sharing projects: 

· Regional and district level implementation plan

· Technical requirements analysis 

· Budget and contract analysis

· Community organization (district and regional conferences, etc.)

· Full development of a Governance program 

· Validation of a cost effective, user friendly, easily deployed technical architecture

· Building and deploying the technical solution 

· Program management

· Training 

Conclusion:

This strategy addresses several key factors that have impeded the effective development of a national law enforcement information sharing program.  In itself, merely developing, communicating and beginning to implement a national plan with a definitive implementation approach, within a definitive time frame, and supported by designated funding, will signal a sense of urgency and commitment to the law enforcement community that has thus far been lacking.  Since the current approach reflects a patchwork of “random inkblots” that do not interconnect and in many cases cannot interconnect, the cohesion offered by  a regional approach will be viewed as a compelling alternative by most law enforcement professionals. 

The effort will be significantly strengthened if the national plan also includes clear information sharing project standards upon which funding would be made conditional.  This is different from techincal standards used to guarantee system performance and interoperability,  The adoption of a national set of project standards will ensure that any project receiving federal funds will address the many obstacles that have heretofore constrained the development and growth of law enforcement information sharing.  Moreover, a cohesive national plan is likely to significantly reduce the long-term maintenance cost currently projected with the myriad of systems now in existence.

Finally, the adoption of a national plan and project standards will also provide a significantly more efficient and effective means for local and state agencies to support programs like N-DEx, Fusion Centers and Intelligence Centers.  N-DEx, for example, will have a much easier and much more reliable path to achieve its objectives if it can focus primarily on providing interconnectivity among ten regional programs, rather than struggling to integrate the data from 18,000 different agencies or the disparate systems now in use, or in development 

Until a well coordinated and comprehensive system for sharing and exploiting all legally sharable records maintained by American law enforcement agencies is put in place, our Nation will remain needlessly vulnerable to terrorism and our citizens will continue to suffer unnecessarily from preventable crime.  The proposals set forth in this paper are a significant step forward in that direction.
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