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After more than a decade of high rhetoric and half measures, our national law enforcement leaders have an opportunity to reform the way our law enforcement agencies collaborate and share critically important information.  Reviews conducted in the aftermath of September 11, 2001, identified the inability of our law enforcement agencies to access relevant data maintained collectively by the American law enforcement community as a major vulnerability.  The 9/11 Commission report called for “unifying the many participants in the counterterrorism effort and their knowledge in a network-based information-sharing system that transcends traditional government boundaries,” underscoring the idea that law enforcement should never again be denied the ability to use information already within its possession to protect the U.S. from attack. Without such a system, the effectiveness of local law enforcement agencies will continue to be unnecessarily limited and federal agencies will remain unable to exploit the information cumulatively maintained by our law enforcement communities.
No one doubts that making the official records maintained by the 18,000 law enforcement agencies in the United States systematically available to one another would significantly reduce the risk of terrorist acts and enhance the safety and security of our communities.  Yet, such is not the case today, despite the existence of many credible local efforts, despite the expenditure of hundreds of millions of dollars in federal funding, and despite years of the federal government deliberating on the best way to accomplish this goal.   
Americans would be shocked if they truly understood that American law enforcement continues to be unable to exploit – and is not even aware of - information currently in its collective possession.  The sad truth is that the lawfully maintained records of a convicted felon – a murderer, a rapist, a drug trafficker or a potential terrorist – contained in the files of one of our 20,000 police and sheriffs departments in the United States, are still not readily accessible to one another whether they work for police departments, sheriffs’ offices, state police agencies, or federal agencies like the FBI or DEA.  Agencies investigating a murder, a rape, drug trafficking, or a terrorist plot or any other matter critical to solving a crime or preventing a terrorist act, still must go to extraordinary lengths to simply become aware of the records already maintained in police files.    

Progress to Date 
Over the last decade, the prior Administration repeatedly asserted their commitment to intelligence sharing at the federal level and, to be sure, much was accomplished.  More than a hundred technical systems were developed and deployed throughout the nation in an attempt to share information.  Hundreds of law enforcement professionals were actively involved in information sharing activities and discussions.  Committees were been formed, strategies developed, and reports were filed that reflected lots of activity and suggested great promise.  Technology companies developed and deployed new and relatively inexpensive systems that clearly demonstrate the technical capacity to integrate millions of records.  And billions of dollars in grant funds were made available for information sharing purposes.
Progress in sharing law enforcement records, where it has occurred, has resulted from the heroic efforts of individual law enforcement leaders who have initiated local projects that made the records in their communities available, as needed and as appropriate, to their colleagues and counterparts for official law enforcement purposes.  In the handful of communities where this capability has been deployed, three things have occurred:  1) a single search by a law enforcement officer provides a “composite record” of all knowledge possessed by law enforcement on the subject; 2) the information can be viewed, retrieved, and used by fellow law enforcement officers in the pursuit of criminals; and 3) isolated and seemingly insignificant pieces of information often become the critical data points that relate suspects to specific events, times and places, and otherwise unknown associations.  This is often referred to as “connecting the dots” in a law enforcement investigation and it has produced profound impact for those communities that have it.  
The success stories in these communities are endless citing the solution of any type of criminal activity that include domestic terrorism, homicides, rapes, burglaries, robberies and thousands of property related crimes.  This would not have happened with out the local information sharing system.
There is nothing fancy about this, but if it had been available in the days prior to September 11, we would have known that some of the hijackers were in this country illegally and we would have known where they were.  If this capability were readily available during the horrific days of the DC sniper, law enforcement may have been able to apprehend the shooters several days earlier.  And if this capability were readily available today, police would be catching criminals that would otherwise not be caught, catching them faster, preventing crimes, and saving lives.  
Similar examples are occurring every day in communities that have worked hard to obtain this capability.  Far more than technology was required.  In each community, leaders had to work closely together to address a myriad of law, regulations, processes, and cultures – each unique to cities, townships, and counties – which created barriers to the easy sharing of law enforcement information.  In Seattle, for example, a city ordinance actually prevented the sharing of police information outside the city without an extraordinary review process – a process certainly not conducive to the real time needs of police investigations.  None the less, through the extraordinary leadership shown by all the law enforcement leaders in the community overcome this and other constraints and the information sharing system now in place in the Pacific Northwest is among the comprehensive and effective in the nation.  

An Agenda for Action 
Law Enforcement officials at all levels strongly support and affirm the sharing of law enforcement records and information, a sentiment strongly endorsed by both Secretary Napolitano and Attorney General Holder have emphasized at virtually every forum.  Yet, despite these efforts and the flurry of activity from an expanding information bureaucracy, these stubborn facts remain: 

1) Only a fraction of the Nation’s 20,000 police agencies are comprehensively sharing the information maintained in their records systems with their law enforcement counterparts.

2) Fusion centers were built throughout the country at great expense and were expected to be the centerpiece of government information sharing efforts and the repository, or integrator, of records to be shared.  Most fusion centers, however, have not been able to obtain the records from law enforcement agencies that are needed to be shared, have not obtained the analysts needed to facilitate sharing, and have not developed technical systems needed to integrate the law enforcement records and intelligence, even if the data was available to the fusion centers. 

3) Neither the Federal Government nor the myriad of information sharing associations, committees, or private companies engaged in the effort have suggested a coherent standard of what information should be shared, who should have access to that information, how a comprehensive system would work, and the impact that information sharing is expected to have on public safety.

4) Technology companies are being paid hundreds of millions of dollars in federal funds to develop and support the many information systems that have been deployed throughout the nation, but they are not willing to face the daunting challenge in trying to develop interoperability among this maze of unplanned, uncoordinated, ineffective activity.  Yet, federal dollars continue to support these expensive independent systems.   

5) Most ironically, in many places where local and regional information sharing initiatives have been undertaken, competition among rival information sharing systems has resulted in disparate sharing systems that do not share with one another, and are in many places actually competing with one another.  This unintended consequence of a decentralized and unplanned effort has substantially diluted the enhanced police protection that these communities should now be realizing and has greatly minimized the efforts of those who worked hard to bring information sharing capabilities to their community.  The competing systems in Southern California provide the most vivid example of this dysfunctional competition.   This should be immediately rectified.  
Success in public policy requires many things, but it is critically dependent on a clear vision that can be effectively communicated; innovative strategies that overcome obstacles; and strong assertive action to demonstrate success.  Law enforcement information sharing continues to be a priority of almost everyone but seems to be the responsibility of almost no one.  This is a challenge for the leadership of the American law enforcement community.  

One thing is clear: the demands of the 21st Century do not fit neatly within the limited jurisdictions of our departments of government.  The results we increasingly expect from our government can no longer be obtained from single agencies, single programs, or single jurisdictions.  They are not self executing and cannot be expected to spontaneously develop.  High value objectives, such as preventing terrorism or reducing crime, require extraordinary collaboration among those who share mission responsibilities. And law enforcement information sharing in many ways epitomizes both the need for collaboration and the ubiquitous obstacles that have kept us from achieving it.  

Since failure on this issue of critical importance to public safety is not an option, and federal departments and agencies seem unwilling or unable to act in concert, we believe that a legislative remedy is the only course of action.  We therefore urge the Congress to act swiftly and decisively to ensure that the requirements of effective law enforcement information sharing are set forth in legislation: 

· The legislation should require that Federal, state, local, tribal, and territorial law enforcement agencies make “all legally shareable information” available to one another through a national information sharing system. The legislation should specify these records ultimately be made available to federal law enforcement agencies—albeit with strict controls, secure environments, and with strong safeguards for the privacy and civil liberties concerns of American citizens.  

· The legislation should authorize funding to provide for the development and maintenance of regional information sharing systems for all state, local, tribal, and territorial records, to be maintained and operated in fusion centers or other secure information sharing environments.  

· All funding for information sharing systems should be suspended until the Administration and Congress approve a national plan to connect the 18,000 police agencies within a three year period; 

· The legislation should create a Interdepartmental Governance Board, comprised by the senior law enforcement officer from the thee major departments having jurisdiction on this issue - DOJ, DHS, and DOD.  The Board should oversee the development of a national plan that will make law enforcement information sharing available to all of the 18,000 law enforcement agencies in the United States within a three-year period. 

One thing is clear—the results we increasingly expect from our government can no longer be obtained from single agencies, single programs, or single jurisdictions.  In practically every field of endeavor, results, such as the prevention of terrorism or the reduction of crime, require extraordinary collaboration among those who share mission responsibilities.  The demands of the 21st century do not fit neatly within the singular jurisdictions of our departments of government.  As such, those in leadership positions must exhibit extraordinary effort in devising solutions and initiating actions that require shared responsibility and full consideration of strategic partners.  

Over the past 5 years, individual law enforcement leaders have worked to bring comprehensive information sharing system to their communities.   The success of those efforts makes us all realize that expanding such efforts on a regional basis throughout the country is doableWhile this has been an objective of the federal government for nearly a decade, the new priorities of the new administration and its commitment to assisting state and local law enforcement provide the opportunity to develop a well planned and effectively managed information sharing capability that would integrate the official records of all law enforcement agencies throughout the United States.  

The time is right for the Congress and the Administration to act decisively and freeze all federally funded information sharing programs until a comprehensive national plan with national information sharing standards has been developed that will provide a robust information sharing capability to every community and for every law enforcement agency in this country.  Until a well coordinated and comprehensive system for sharing and exploiting all legally sharable records maintained by American law enforcement agencies is put in place, our Nation will remain needlessly vulnerable to terrorism and our citizens will continue to suffer unnecessarily from preventable crime.
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